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Abstract— With the increasing penetration of the Internet of
things (loT) into people’s lives, the limitations of traditional medical
systems are emerging. First, the typical way of handling sensi-
tive information can easily lead to privacy disclosure. Second,
the medical system is relatively isolated. It is difficult for one
medical system to share data with another, and the scope of
users’ activities is limited within the system boundary. To solve
these two problems, we propose a new privacy-preserving medical
data-sharing scheme by introducing the authorization mechanism
and attribute-based encryption (ABE) based on blockchain, which
breaks system boundaries and realizes data sharing among sev-
eral medical institutions. ABE is used to realize scalable access
control. In addition, doctors can share their knowledge to diagnose
users by introducing many-to-many matching, which means that
patients’ health data can be represented by multiple keywords
and doctors’ expertise can be represented by multiple interests.
We provide the correctness and security analysis of our scheme
and implement a prototype tool on Ethereum. The experimental
results show that our scheme solves the contradiction between
the privacy preservation of medical data and the necessity of data
sharing.

Index Terms— Attribute-based encryption, blockchain,
privacy preserving, intelligent medical system.

[. INTRODUCTION

Advances in mobile communication and the internet have promoted
the popularization of the Internet of Things (IoT). IoT connects
many hardware devices and realizes data sharing on these devices
to help improve monitoring and management. IoT has been widely
used in smart transportation, smart retail, smart agriculture and other
fields. For example, the agriculture-related data like soil properties
and water level can be monitored in real time through IoT devices.
Through a privacy-preserving data aggregation scheme based on
ElGamal Cryptosystem in [51], we can make a balance between
data sharing and privacy preservation. IoT has also made great
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achievements in the intelligent medical scenario. In an intelligent
medical system, patients’ physiological data are captured by sensors,
processed centrally in the local gateway, and then sent to the medical
service provider. Doctors can obtain patients’ health data anywhere
through the intelligent medical technology to facilitate remote medi-
cal treatment. Such an intelligent system realizes the interconnection
between patients and doctors.

Although the intelligent medical system has changed the traditional
medical treatment process and dissolved geographical restrictions
associated with the traditional process, the existing intelligent medical
system can only work independently and lacks cooperation. Patients
can only initiate consultation within the system boundary. For ex-
ample, patients who are in some specialized hospitals cannot be
treated for diseases requiring other specialties, and some hospitals
are not qualified enough to diagnose patients with more serious
diseases. Township and community hospitals cannot achieve seamless
information connection with large hospitals. This inability greatly
limits the quality of medical treatment. To resolve it, we developed
a new privacy-preserving medical data sharing scheme that can
interconnect decentralized medical service providers to form a joint
platform on the premise of mutual authorization between hospitals. It
is easy to obtain expert opinions in real time and achieve data sharing
when transferring from one hospital to another.

Blockchain can be regarded as a distributed recording ledger
with the characteristics of anonymity, tamperability, auditability and
autonomy. The smart contract (SC) running on it can avoid the
interference of malicious users in the normal operation process, which
is an effective solution for privacy-preserving medical data sharing.
There are still many practical challenges to be solved when applying
the blockchain to medical data sharing. The following are the major
issues that interest us. 1) Patient medical data are highly sensitive
and should be protected when uploading to the blockchain. Doctors
and hospitals may compromise the patient’s privacy without their
permission for commercial interests. 2) Information sharing between
medical institutions contradicts the high sensitivity of patient medical
data.

In this paper, we construct a new privacy-preserving data-sharing
scheme based on the blockchain for medical scenarios, which breaks
system boundaries and realizes data sharing among several medical
institutions. Patients can upload their own electronic medical records
in privacy, the authorized relevant hospitals can conduct private
keyword matching, the matched doctors can diagnose patients based
on the provided electronic medical records, and the diagnosis results
can be safely transmitted to the corresponding patients. Because the
professional field of doctors has personalized attributes, this paper
adopts attribute-based encryption to grant the data owner (i.e., the
patient) the right to control the access of data. The matched doctors
must decrypt the health data according to their own attributes before
diagnosis. In addition, we introduce an authorized and revocable
mechanism to ensure that doctors in authorized hospitals can obtain
access to the data while the revoked doctor cannot obtain. Moreover,
we use a zero-knowledge proof protocol to ensure the credibility of
the hospital matching algorithm under privacy conditions.

Specifically, our key contributions in this scheme can be summa-
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rized as follows:

1) We construct a new data sharing scheme based on the blockchain
for medical scenarios, which breaks system boundaries and realizes
cross-hospital diagnosis.

2) We design an authorized and revocable mechanism to authorize
or revoke the access to the data of doctors in hospitals to ensure
flexible data access control.

3) Through searchable attribute-based encryption, doctors in autho-
rized hospitals are allowed to generate search trapdoors according to
their own interests and expertise, send query requests to the hospital,
and realize many-to-many matching between the multiple keywords
of the patient’s health data and multiple interests of the doctor’s
expertise.

4) The zero-knowledge proof protocol ensures the credibility of
hospitals” matching algorithm and patients’ access to medical reports
under privacy conditions.

The remainder of this paper is organized as follows. The related
work is described in Section II. The preparatory work is included
in Section IIl. Section IV introduces the system model, system
procedure, and threat model. We review the details of the system
implementation in Section V. We provide the correctness and security
analysis of our scheme in Section VI. After the performance analysis
given in Section VII, we draw conclusions in Section VIII.

[I. RELATED WORK

Many fields are involved in this paper, such as blockchain tech-
nology, attribute-based encryption and intelligent medical systems. In
this section, three main related topics are reviewed: 1) the application
of blockchain in network scenes; 2) intelligent medical systems; and
3) attribute-based encryption.

A. Application of the blockchain in a network scenario

As a database, the blockchain has been widely used in the
field of decentralized networks [45], [56]. Blockchain technology
has many characteristics [32]. The blockchain with decentralization
and anonymity has become the core technology behind Bitcoin. In
addition to its application in the financial field, the blockchain has
also been applied to other fields, including smart transportation [29],
[58], smart grid [31], and data auditing [25]- [27].

In the field of smart grid, malicious users may infer a user’s private
information from electricity consumption data. For this, Guan et al.
introduced a data aggregation scheme based on blockchain to preserve
users’ privacy [31]. Users’ identities are hidden in pseudonyms. A
user can be associated with multiple pseudonyms to submit electricity
consumption data. And in intelligent transportation system, Ning et
al. constructed a crowdsensing framework based on the decentralized
blockchain to realize key management in a distributed way [29],
which makes a trade-off between minimizing the latency and max-
imizing the safety of the blockchain. Many scholars are committed
to using blockchain to improve the security of Unmanned Aerial
Vehicles (UAV). Ch et al. [55] presented a Blockchain Technology
(BCT) based solution to better manage sensitive data and prevent
data from being attacked.

However, the application of these schemes often requires specific
scenarios, so it is inappropriate to apply them directly to intelligent
medical scenarios. Both the patient’s health data and the health report
generated by the doctor should be protected. Therefore, for medical
scenarios, we propose a scheme based on the blockchain that can
realize data sharing on the premise of protecting user privacy.
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TABLE |
COMPARISONS OF KNOWN RESEARCH WORK ON THE INTELLIGENT
HEALTH SYSTEM

[10] | [11] [ [12] | [13] | [14] | [48] | Our
work]

Cryptographic viool- Voo v
Noncryptographic - v - - - R R

Blockchain — based - - v v v - v
Cloud — based v v - - - v _

Searchable - - - voo- v v
Joint - v - - - - v

B. Privacy preservation in intelligent health systems

In this era of information explosion, data means resources, but the
more such resources, the greater the possibility of privacy leakage.
People try to illegally occupy and exploit resources, and the privacy
security has not been ignored. Many scholars are committed to
enhancing the privacy protection and reducing illegal appropriation
of resources [1], [16]- [18], [57]. The intelligent medical system
is no exception. The transformation from the traditional health care
system to the electronic health care system has made clinical data
easier and faster to access. However, inevitably, patients’ privacy
concerns cannot be ignored. The patient’s body data are personal
and sensitive. Direct exposure to the shared cloud environment will
eliminate data privacy [3], which will not only affect relevant laws
and regulations but also have a serious economic and social impact
on the patient. Therefore, it is an urgent problem to introduce a strong
privacy protection mechanism into the whole intelligent medical
system. A mechanism to reduce the linkability between patients and
medical records is proposed by Li et al. [7]. Hupperich et al. [10]
mentioned out that the existing privacy protection is either too strict
and requires patients to be available to authorize access to medical
records or is insufficient and does not truly realize privacy protection.
Therefore, it is necessary to provide more flexibility for whole
system to ensure that doctors can access medical records without
the presence of patients. Abbas er al. [4] mentioned out that the
privacy preserving methods commonly used in intelligent medicine
are divided into two categories: 1) cryptographic approaches, which
use specific encryption primitives to reduce privacy risks, and 2)
noncryptographic approaches, which mainly adopt a policy-based
infrastructure, to standardize the access control of data. A new access
control mechanism is provided [11], which is a noncryptographic
approach to support the fine-grained sharing of electronic health
records from different medical service providers in the cloud by
implementing the access control policies specified by patients. Cui et
al. [4] combined attribute-based encryption with keyword search in a
cloud storage system that keeps personal health records. However, it
requires the cloud server to be honest, and this scheme only consider
the scene where patients are treated for diseases in a single medical
institution rather than multiple institutions. This limitation is not
compatible with the requirement to break the geographical restrictions
of medical institutions.

With scalability, flexibility, and some economic reasons, the health
care data sharing method based cloud is very popular, but when
patients upload data to the cloud server, the potential risk of the
cloud worries data owners. With the popularity of Bitcoin, the
blockchain has gradually become a better solution to security and
privacy problems by virtue of its data integrity and distributed storage
characteristics. Esposito et al. [5] mentioned out that using the
blockchain to provide secure health care data management can ensure
that 1) A credible authority is not necessary to reach an agreement
and there is no need to worry about a single point of failure; 2)
data owners can control their own data; and 3) electronic medical
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records are stored on the blockchain in a distributed manner. Aslam
et al. [53] proposed a framework to trace the contact of the general
public, which keeps people safe from infected in a distributed way.
This scheme keeps the anonymity of data but the data owner cannot
determine the access permission of his or her data. Aiming at the
problem that patients cannot control their own data and adhering to
the principle that medical data should not be controlled by untrusted
third parties, a health care data gateway (HDG) architecture is
designed [12], which combines traditional databases and gateways
to manage personal medical data stored on the blockchain. The
introduction of secure multiparty computing enables third parties to
process data without compromising patients’ privacy. Wang et al. [52]
proposed a lightweight and reliable authentication protocol to achieve
data sharing between sensor nodes and medical professional. Gateway
nodes are not centralized and credible. They form a blockchain
network and over-centralized server problem is solved. Trusted third
parties are not necessary for data owners to know who is accessing
their data and how the data will be used. Privacy protection focuses
on what data objects are used for what purposes.

However, with the significant increasing of the number of users,
the storage pressure on the blockchain is gradually increasing. An
efficient medical data sharing scheme-based session is proposed, and
a chained digest creation method is designed to realize efficient data
sharing by combining blockchain, digest chain and structured peer-
to-peer network technology so that patients can better control their
medical data and reduce information fragments [13]. However, there
are limitations to this kind of data sharing. One is that data mobility is
not considered. If patients migrate from one city to a new city or from
one hospital to another, accessing the data of another hospital involves
cross-organizational data sharing, which will cause many additional
expenses. Another limitation is that data access needs to be manually
specified by the patient, which will increase the operation overhead
and the access delay of the requester. This delay should be avoided
as much as possible in the scenario of medical diagnosis. A better
solution is to realize automatic data sharing through authorization and
other mechanisms. In 2021, Lee et al. [13] proposed a blockchain-
based medical data preservation scheme. In the proposed scheme,
only the authorized parties can access the data. However, this work
requires that the key should be issued once for each authorization
and the efficiency needs to be improved. Hoai et al. [14] started from
data writing to reduce the storage pressure on the blockchain. Unlike
the traditional scheme, they considered how to reduce the storage
pressure after writing the original data into the blockchain. Initially,
they considered whether it was necessary to write all the data into
the blockchain, filter the data from the sensor and then write them
into the blockchain. This approach can greatly reduce the storage
pressure on the blockchain. An electronic health system based on the
blockchain is proposed by Zou et al. for medical data sharing and
privacy protection [15]. Patient electronic medical records are stored
on special key blocks and microblocks to achieve rapid retrieval.
However, the communication overhead of this scheme is so large
that the application scenario will be subject to many restrictions.

A comparison of the main studies is shown in Table I. Searchable
means that queries over ciphertext are supported. From Table I we
can see that almost all works use cryptographic primitives to preserve
the privacy. Researchers are increasingly turning to blockchain as a
trusted alternative to the cloud. Joint indicates whether it supports
data sharing across multiple healthcare institutions. Most works
consider privacy protection in intelligent medical systems, but few
works consider how to realize data sharing among several medical
institutions. In the social health care network, patients’ data often
exist at a node. From a clinical point of view, data sharing and
integration between different medical service providers are necessary
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for medical diagnosis. Therefore, we urgently need to realize an
effective and safe data sharing mechanism among multiple medical
institutions [4].

C. Attribute-based encryption

In this section, we introduce the basic mechanism of attribute
based encryption (ABE) in detail. ABE is a relatively new encryption
mechanism which does not require information interchange between
data owners and users and is suitable for the one-to-many distribution.
The user’s private key and ciphertext are constructed based on the
attribute set and access policy. As long as the attribute set matches
the policy, plaintext can be obtained.

Many studies have sought to optimize the algorithm and improve
the efficiency. Jin er al. [19] proposed a secure and lightweight
data access control scheme. Most of the computation operations
are performed by the cloud and the computing overhead of users
is greatly reduced. Lewko et al. [20] designed two functional
encryption schemes including an attribute-based encryption and a
predicate encryption for inner product predicates, which are fully
secure systems. Xu et al. [2] proposed a privacy-enhanced access
control mechanism. Different schemes are implemented according
to whether the attribute belongs to the sensitive attributes, and
finally the comprehensive decision is made. Sensitive data should
not be uploaded directly before outsourcing but should be encrypted;
otherwise, user privacy will be compromised. However, the encrypted
data affect the efficiency of data querying [21]. Searchable encryption
allows users to search directly on ciphertext using keywords without
decrypting data [22], which solves the contradiction between data
confidentiality and searchability. In searchable encryption, users are
often allowed to generate a trapdoor according to their own interests
and then match the trapdoor with keywords. Attribute-based search-
able encryption successfully combines the advantages of the two. Due
to the high computational cost of anonymity, Han ef al. introduced a
weak anonymity feature to hide users’ identity. Based on this weak
anonymity, they proposed a general transformation from attribute-
based encryption to attribute-based encryption with keyword search
and constructed a specific attribute private key-policy ABE scheme,
which allows multiple users to flexibly search remote encrypted data
[23]. However, most existing attribute-based searchable encryption
approaches support only one-to-one or one-to-many retrieval, and
few approaches support many-to-many retrieval. In our design, we
realize many-to-many retrieval based on attribute-based encryption.

I1l. PRELIMINARIES

In this part, we explain the basic concepts and relevant knowledge
that will be used to discuss our proposed system in the next section.
We first give some introduction on bilinear pairings, access structure,
and linear secret sharing schemes. All of this will be used to construct
the algorithm. In our scheme, the attributes will play the role of
parties defined in the access structure. In addition, we introduce the
zero-knowledge Succinct Non-Interactive Argument of Knowledge
(zk-SNARK) to ensure the credibility of our scheme.

A. Bilinear Pairings

Bilinear mapping can be described by quintuples
(p,G1,G2,Gr,e). Let G1, G2, and G be cyclic groups of order
p, and let p be the prime number. If mapping e : G1 X G2 — Gr
meets the following properties:

1) Bilinear: For any g1 € G1, g2 € Ga, and a, b € Zp, there
is e(g1, 95) = e(g1,92)"";

>
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2) Non degenerative: For any g1 € G1/{1}, there is always
g2 € Ga, so that e(g1, g2) # 1. Here, 1 represents the unit element
of the G group;

3) Computability: There is an effective polynomial time algo-
rithm to calculate the value of e(g1,g2) for any g1 € G and
g2 € Ga,

We call mapping e a bilinear mapping from G1 x Gg to Gr.

B. Access Structure and Linear Secret Sharing Schemes

Definition 1(Access Structure): Let P = {P, ..., P, } be a set of
parties. A collection A C o{P1Pn} is monotone VB,C: Be A
and B C C = C € A. An access structure is a monotone collection
A of nonempty subsets of {Py,..., Pp}, i.e., A C 2{P1""’P"}\(/).
The sets in A are called authorized sets, while the sets not in A are
called unauthorized sets.

Definition 2(Linear Secret Sharing Schemes(LSSS)): Let P be a set
of parties. Let M be a matrix of size [ X n. Let p: 1,...,1 — P be
a function that maps a row to a party for labeling. A secret sharing
scheme II over a set of parties P is a linear secret-sharing scheme
over Zp if

1) the shares of each party from a vector over Zp;

2) there exists a matrix M with [ rows and n columns, called
the share-generating matrix, for II. For x = 1,...,1, the x-th row of
matrix M is labeled by a party p(i), where p : 1,...,1 — P is a
function that maps a row to a party for labeling. Considering that the
column vector ¥ = (u, 72, .‘.,rn)T, where u € Zj is the secret to
be shared and ra, ..., 7n € Z) are randomly chosen, then M9 is the
vector of [ shares of the secret u according to II. The share (M7);
belongs to party p(z).

C. zk-SNARK

Zero-knowledge Succinct Non-Interactive Argument of Knowledge
(zk-SNARK) is a novel form of zero knowledge cryptography [47].
There are two sides: the prover and the verifier. Without disclosing the
specific data, the prover can make the verifier believe the authenticity
of the data. The following steps:

1) Setup: Let & represent the common knowledge, and & repre-
sent the private witness. This step outputs the proving key and verifi-
cation key, which are used for proof generation and proof verification,
respectively, for the language L = {Z | 34, s.t., C(Z, &) = 1}.

2) Prove: The prover takes the proving key, the common knowl-
edge ¥ € L, and the private value & as inputs and obtains a proof
(ak.a. proof-of-knowledge) 7 by running the Prover algorithm.

3) Verify: The verifier takes the verification key, &, and 7 as inputs
to verify the proof by running the Verifier algorithm. Return 1 if
the verification succeeds and O otherwise.

IV. SYSTEM DESIGN

In this part, the system model, system procedure, and threat model
are described.

A. System Model

As shown in Fig. 1, our model involves five entities: patients,
doctors, hospitals, the key generation center (KGC), and blockchain
platforms. Symbols used in this scheme are shown in Table II.

1) Patients: As the requesters of medical consultation system
services, patients can upload their own physiological data or medical
records to the hospital. Patients can obtain the information from the
hospital to know their physical status.
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TABLE Il
GLOSSARY
Symbol Definition
H set of hospitals
skidq, pkid identity key pair of user id
rl revocation list
tm time mark
st system state mark
Aid attributes of use id
(M, p) LSSS access matrix and its mapping function
CTup ciphertext of the health data owned by patient
SymKey/CTsym | symmetric key for data/ciphertext of SymKey
kw; i-th keyword
inst; i-th interest
attk;q attribute key of user id
updktm updating key when the time mark is tm
prekia, im predecryption key of user ¢d when the time mark
is tm

SemiCT ciphertext after predecryption
CTyr ciphertext of health report

Smart Contract Blockchain Authorized-list:

Functions: et U

Setup Ap;: {(hiApisn)

IndexAdd Alllndex-list:

Authorization Allindex,,

Search Alllndex,lj

2. Upload encrypted 5. Download encrypted data

data and index / KGC
/\E A

3-1. Authorization

4. Match trapdoor and index

Hospital h; 8. Send encrypted report  Hospital h;

3-2. Upload trapdoor

9. Download encrypted report 6. Download semi-decrypted data

1. Upload encrypted data

7. Upload encrypted report

Doctor

Patient

Fig. 1. The data flow of the system.

2) Doctors: Doctors can match the data uploaded by patients ac-
cording to their own interests, complete the diagnosis after successful
matching, and transmit the diagnosis results to the corresponding
patients.

3) Hospitals: All patients and doctors belong to a hospital. Each
hospital has corresponding patients and doctors. Doctors provide
services to patients through hospitals. As service providers, hospitals
are responsible for matching patients and doctors.

4) KGC: The KGC is honest and generate the predecryption key
according to the public key and the attributes of the doctor. The
leaving doctor will be added to the revocation list by the KGC.

5) Blockchain platform: Blockchain and smart contracts connect
all hospitals to form a joint medical consultation system. All hospitals
share data through the blockchain.

B. System Procedure

The data flow in this scheme is shown in Fig. 1. The procedure of
the whole scheme is as follows.

1) System |Initialization: The whole system is initialized.
Setup(lk) — (pp, msk,rl, st) is run by the KGC. Given a security
parameter A, the public parameter pp, the master private key msk, a
revocation list 7/, and a system state st are output by the algorithm.

2) User Registration and Revocation: Anyone who wants to
join the system needs to run User KG(pp,id) — (sk;q, pk;q). The
algorithm generates its identity key pair according to the id of the
user. Revoke(id, tm,rl,st) — rl will be run to revoke the user
by updating the revocation list. The algorithm takes the id of the
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revoked user, time mark ¢m, and the system state st as inputs and a
new revocation list is output.

3) Encryption: If a user wants to upload his or her health
data, the data must be encrypted by running a symmetric algo-
rithm using SymKey and the data owner can obtain C'Typ. Then,
Encrypt(pp, (M, p), tm, SymKey) — CTsyy, is run by the data
owner to hide the Symkey. Then, the CTgp and CTsy,y, will be
sent to hospital h;, where the patient visits.

4) Index Generation: IndexBuild(pp, {H(kw)}) — Index is
run by the hospital where the patient wants to be treated. kw is
a keywords set selected by the patient from the data, and H is a
hash function. Then, the index is created and will be uploaded to the
blockchain.

5) Authorization: If a hospital does not have enough doctors or
the patients’ disease exceeds the hospital’s diagnostic ability, the
hospital will authorize access to the patient’s data to other hospitals
that have the ability to diagnose the patient. The hospital will generate
Ahi—mj’ which means h; authorizes to h; and publishes it to the
blockchain.

6) Search: The authorized hospital can obtain the correct index
using the provided Ahi—>h]~~

7) Key Generation: There are three steps
First, AttKeyGen(pp, msk,id, pk;q, Ajq,st) —
is run by KGC according to the patient’s attributes A;q.
Then, UpdKeyGen(pp, msk,tm,rl, st) — (updkim,, st)
is run by KGC according to the revocation list to ensure
that the revoked doctor cannot obtain the key wupdkim.
PreKeyGen(pp,id, attk;q, updkim) —  prekiq iy is finally
executed taking the attk;; and updkin,, generated in the first two
steps as input. The prek;q i, will be used to predecrypt.

8) Trapdoor Generation: If a doctor wants to obtain the patients’
data, he or she needs to run TrdGen(pp,{H (inst)},mi) —
Trapdoor. This step takes the hash of the doctor’s interest inst
and the number of keywords mj as inputs. Note that a doctor can
correspond to multiple interests. Then T'rapdoor will be sent to the
hospital where the doctor works for matching.

9) Match: Match(Trapdoor, Index) — Addr/L is run by the
hospital to help doctors find the index corresponding to their interest.
If the condition that the doctors’ interest set is a subset of the keyword
set is satisfied, the match is successful. If the match succeeds, it
returns the address of the data. Otherwise, it returns L. If multiple
doctors matched the same set of keywords, the doctor with more
interests is selected to complete the diagnosis.

10) Decryption: Two steps are required to obtain the plaintext of
SymKey. First, PreDec(pp,id, A;q, prekiq tm, CTsym,tm) —
SemiCT/ L is run by the hospital to transform CTgy,y, to SemiCT.
Then the doctor runs Dec(pp, skiq, SemiCT) — SymKey/ L. If
the attributes of the doctor meet the requirement, the symmetric key
can be decrypted. Using Sym K ey and C'Ty p, the doctor can obtain
the plaintext of the health data.

11) Results Return: The doctor can then diagnose the patient.
The health report is encrypted to C'Tyr using the RSA encryption
algorithm [46]. Finally, CT R is sent to the patient by hospitals.
The patient can decrypt it using the private key to obtain the health
report.

to complete.
(attk;q, st)

C. Threat Model

In our scheme, we make the following assumptions and consider
the following threats.

1) KGC: The KGC is entirely trustworthy to accomplish the key
distribution and user revocation.
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2) Blockchain: The whole blockchain mechanism is completely
honest. All the consensus nodes work together to store data. The
authorization information and index information are safely and re-
liably stored on the blockchain. All the consensus nodes complete
authorization, index add, and search according to the process defined
in the smart contract.

3) Doctor: In our scheme, we assume that the doctors strictly
implement the industry norms, submit valid interests, complete the
diagnosis for users honestly, and truthfully report the diagnosis results
to the hospital.

4) Patient: We assume that the patients submit valid health data
and encrypt the data honestly. However, the patient may be malicious
in the sense that he or she modifies the diagnosis results to frame the
doctor.

5) Hospital: The hospital may be untrustworthy, for instance, if
the hospital matches unqualified doctors for potential benefits.

V. IMPLEMENTATION OF OUR DESIGN

In this part, we introduce the SC and the construction of our system
in detail.

A. Smart Contract Functions

There are four functions in the SC as shown in Algorithm 1.

Algorithm 1: SC functions

1 Function Setup (H):
2 for each h; in H do
3 L Ahi — O

4 | Alllndex + D ;

5
6 Function IndexAdd (Index):
7 for each < Ey,, (I1,I2) > in Index do

8 E:tl — Gl(Et1)§

9 I < G2(FEyy ) @ In;

10 fg (—GQ(Etl)@IQ;

1 AllIndex|Ey,| + (I1, I2);

13 Function Authorization (hg, by, Ahiahj ):
| Ap;[hladd(Ap,—p,):

16 Function Search (h;, hj,w):
17 Res < O;
18 for each A in Ay, [h;] do

19 By + AY;

20 if G1(E4,) € AllIndex then
21 I1, I + AllIndex[Ey);

2 Res < Res + {Ey,, 11, I2}

1) Setup: This function is executed in the phase of system
initialization. For each medical institution in the system, set its
authorization list to empty. The index set in the whole system is
initialized to an empty set.

2) IndexAdd: This function is executed in the phase of index
generation. For each index generated by hospital h;, SC will add it
to the blockchain. To prevent other hospitals from seeing the index
information, the index cannot be uploaded directly. The hospital
uploads G1(Ey,) instead of Ey, where Gp is a pseudo-random
function. Let [; = Go(E¢; ) @11 and I = Go(E¢; ) ® I where G2
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is a pseudorandom function. Then, I 1 and fg are uploaded instead
of I7 and Is.

3) Authorization: All indexes authorized by h; to h; are added
to the collection Ay, [h;].

4) Search: If a hospital h; wants to obtain access to the data,
it traverses the authorized list Ay, [h;] to calculate the correct Ey, .
The complete index can be obtained by accessing the index array
AllIndez.

B. Construction of Our Design

In this part, we introduce the implementation details of the scheme.

1) System Initialization: In the initialization phase, the KGC
generates the master secret key and corresponding parameters. Then,
the task index and the authorization list between different hospitals
are initialized by calling the SC function SC. Specifically, the KGC
randomly chooses a group G of prime order p, and g € G is the
generator. We define a bilinear map e : G; x G1 — Gr. It randomly
chooses u, h, ug, ho, w, v, f € G1, o, € Zp. Revoked users are
stored in the empty list ! which is initialized in this step. A binary
tree BT that has at least N leaf nodes responding to N users is
constructed [24]. The root of the tree is denoted by root. Each node
is represented by a unique code. The st is the state of the binary
tree. Each node x corresponds to a gz € Zp. To map an element y
in Zp to an element in G, two functions are defined: Fi(y) = u’h
and Fy(y) = ugho. The public parameter and master secret key are
pp = (g,f,ww,u, h7u07h07e(g79)aagavge) and MSK = (a,@).

2) User Registration and Revocation: U ser K G is run to obtain
an identity key pair (sk;q, pkiq) = (ﬁid,gﬁid) where 5 € Zp is a
random number. In addition, each newly registered user is bound
to an unused leaf node 6 in binary tree BT'. If a user needs to be
revoked, all the nodes associated with the user will be added to the
revocation list in the form of (z,tm), where x is the node.

3) Encryption: The health data are encrypted to CTyp using
a symmetric algorithm by the patient. Then, Encrypt is run. Let
A be the attribute set. There are k attributes in total. Let (M, p)
be an access structure where M be a r X ¢ matrix and p be a
mapping that maps the i-th row of the matrix M to an attribute
Apiy in A. Tt defines a vector 7 = (s, 72,73, are)t e Zy, where
s € Zp is a secret to be shared and ro,...,7c € Zp are randomly
chosen. Then, v; = (M%), for j € [1,r]. It randomly chooses
M1, 42, . pir € Zp. The SymKey is encrypted to CTsyy, =
(M, p),tm,{Co,j,C1,5,C2,5}je1,r), C3, Ca, C5) where

CO,j = wvj’l)uj,

Crj = Fl(Ap(J’))iuj’

Co = g", )
Cs =e(g,9)" - SymKey,
Ci=g°,
Cs = Fg(tm)s.

4) Index Generation: KW = {kwi, kwa, ..., kwm, } is a key-
word set selected by the patient. An my degree polynomial P(z) =
pm " + pmlflxml_l + ... + po is constructed that meets
the requirement that H(kwy), ..., H(kwm,) are the mq roots for
P(z) = 1. In addition, a random number b; is chosen. Hospital
h; builds Index = (I1, I2,{Et, }4, c[0,m,)) based on keywords by
running IndexBuild where

Il = gb17
I = g™, 2
Ey, = e(g, /)Pt e(g, g)P1 0L,
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idl id2  id3 id4

6 denotes the node of id2

rl = null: No user is revoked. rl = {id2}: User id2 is revoked.

@ Nodes in Path(6)

@ Nodes in KUNodes(BT, rl, tm)

@ Nodes marked by KUNodes(BT, rl, tm)

Fig. 2. An example of a binary tree.

my is the number of keywords. Hospital h; sends CTsym, CTHp,
and Index to the blockchain. Then, the SC function SC. IndexAdd
is run to add the index to the index set AllIndex.

5) Authorization: h; generates a parameter w that will be sent
to h; through a private channel if h; wants to authorize h; so that
doctors in h; can also diagnose patients in h;. Then, Ay, _, h; will
be generated and sent to the blockchain. Then, the SC function SC.
Authorization is run. Ahi—mj are as follows:

1/w
Ahiﬁhj = {Et1/ }tle[O»ml]' )

6) Search: Only h; can obtain the correct {Ey; }4, c[o,m;] bY
calculating the following:

{Bt1 by efo,my] = ARy—hy- )

The hospital h; can obtain the indexes authorized to it by running
the SC. Search.

7) Key Generation: A predecryption key will be generated
through the following three stages. Let A;; be the attributes of
user id. The length of A;q is k1, and A;q; is the i-th attribute.
First, AttKeyGen is run by the KGC. For user id, 6 is the
corresponding leaf node. Define I = Path(f) as the path from
node € to the node root in the binary tree. We provide a graphical
description of Path(f) in Fig. 2. Each node z € Path(0), ran-
domly chooses 7z, 7% 1, -+, ok, € Zp. The attribute key attk;q =

{1‘, {Pat,l,i’ PE,Q,i}ie[l,kl]a PI73, P$74}w€Path(9) is output, where
Ppii=g"",
Ppoi=Fi(Ajg;) ™" v "™,

Pa:,3 = Pkgi/gw : wrz7
Pra=g"".

Then, UpdKeyGen is run according to the revocation list. All
the leaf nodes associated with users in the revocation list and
all ancestral nodes are noted as revoked. Then the unrevoked
children nodes of revoked nodes are added to the set J =
KUNodes(BT,rl,tm). Nodes set with the minimum number to
be updated is calculated by the algorithm KU Nodes(BT,rl,tm)
so that revoked users cannot obtain the key. We provide a graphical
description about KU Nodes(BT,rl,tm) in Fig. 2. Then, for each
x € KUNodes(BT,rl,tm), sy € Zp is chosen randomly. The
updating key updkim = {z,Qz,1,Qz,2}re KUNodes(BT,rl,tm) i
output, where

(&)

Qm,l =gz FQ(tm)sz:
QI,Z - gsx .
The attribute key and the updating key are both used in PreKeyGen.
If INJ is null, it returns L. For all x € I N J, it randomly

(6
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chooses 77, T;J,...,r;kl, s € Zp. From the first two steps, we
know attkiq = {z,{Py1,i, Pr,2,i}ic[1,k1]) Pr.3) Pr,atzc Path(o)
and updkim = {z,Qz,1,Qu,2}re KUNodes(BT,rl,tm)- 1t outputs
prekidem = {x, {th1,i;thaitic(1 ky), ths, tha, ths }oc 1.y, where
’ o
thyi= Py, g oi =g o e,
U /
thoi = Pypoi- F1(Ajq;) =i -v "
=F (Aid,i)”’ﬂ”;’i it

/ /

thy = Pry - Qw,l S’ Fg(tm)sz @)

! !
:pk?d . w(r;,:+rz) -Fg(tm)sz-i_sm,
! !/
thy=Ppy-g'= =g "=,
./ 3 »l
ths = Qu2 - g° = g** " %a.

8) Trapdoor Generation: If a doctor wants to traverse the data
uploaded by patients according to their own interests INST =
{insty,insta, ..., instm, }, a trapdoor must be generated. The doctor
randomly chooses random numbers &, ba, and r € Zp. The doctor
constructs the Trapdoor = {14, T, T3, Ty, {T5,t; }¢, clo,m]} 8
follows:

absy
Ty =gh+r,
Ty =B+,
T3 = megmz_l, 8)
Ty = elg. )",

Ts5¢, = Kot 1:2:1 H (insty,)"™.

9) Match: The hospital h; runs Match to help doctors find the
data corresponding to their interests. First, check if the attributes
of the doctor satisfy the access structure. If they don not meet, it
returns L. Second, it will judge whether the following equation holds
or not when Index = (I1,12,{Et, };,c(0,m,]) and Trapdoor =
{11, T, T5, T4, {T5 11 }4, €[0,mq] - If it holds, the address Addr will
be sent to the hospital.

Ty s T3T5,¢,
Tae(Ty, 1;2) = [] E,; .
t1=0

(C)]

In the process of matching, the hospital needs to provide a zero-
knowledge proof to ensure that the match is indeed completed with
the authorized index that meets the doctor’s interest to prevent
the hospital from cheating. Let Index = ({E¢; }y, c[o,m,]: {1, 12)
represents the private witness, Trapdoor and Ahi—mj are all
common knowledge for the following language L = {T'rapdoor,
Anishy |3 Index = ({Ety by eo,my)y (1, 12)), st
Match(Trapdoor, Index) = 1 NAp;—h; = {Etll/w}tle[o,ml]
}. The result proves the algorithm yields a proof npsq¢cn for the
statement Ay, _, h; € L also for the proof-of-knowledge of Index.
The patient can run the verifying algorithm of zk-SNARK Veri fier
On Npzatch» and outputs the bit d € {0, 1}.

10) Decryption: Hospital h; runs PreDec to reduce the com-
putational pressure on doctors. Define an empty set R and € =
(1,0,...,0)° For each j € [L,r], if A,;) € Ajg, j will be
added to R. If A;; meets the access structure, which means that
attribtues in R can recover the secret s, there will be a set of
constants {w; € Zp}jcp satisfying 3 ;cpw;M; = €. It outputs
SemiCT = (C}, C3) where

HjER (e(CO,j, tk4)€(01’j, tklyj)e(cgyj, tk27j))‘”]’ 6(6‘57 tk5)

I J—
Co = e(Cy, tks)
(10)
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Then the hospital sends the SemiCT to the doctor, and the
doctor obtains the Sym K ey by calculating the equation SymKey =
(Cé)l/ﬁid - Cs.

11) Results Return: If a doctor completes the diagnosis, he/she
will encrypt the health report using the RSA encryption algorithm.
Then CTeport Will be sent to hospital h;. In addition, h; will send
it to h; by a private channel. Finally, the patient can obtain the report.

In the process of transmitting the results, the patient needs to
provide a zero-knowledge proof to ensure that the plaintext is
obtained by using the correct private key to decrypt. Let the private
key sk as the private witness. And the patient generates a zero-
knowledge proof 17 r. The public key pk, the ciphertext CT g, and
the plaintext H R are input, and the zk-SNARK proving algorithm
is run to compute the proof for the language L1 = {CTyRr, HR,
pk | 3sk, s.t., pair(sk,pk) = 1A Decrypt(sk,CTyr) = HR}
where Decrypt is the decryption algorithm in the RSA encryption
algorithm. The doctor can run the verifying algorithm of zk-SNARK
Verifier on ngr and outputs the bit d € {0,1}.

VI. CORRECTNESS AND SECURITY ANALYSIS

A. Correctness Analysis

We always assume that the result of decryption of ciphertext in
our scheme is equal to plaintext and that the Match algorithm can
realize the match between doctors’ multiple interests and multiple
keywords. We provide the correctness analysis of our scheme in the
following theorem.

Theorem 6.1: The authorized doctor can decrypt correctly and
obtain the correct health data.

Proof: 1t is clear that ) jerwjv; = s under the condition of
>_jerwjM; = e. Equation (10) can be described as follows using
the properties of bilinear mapping:

, 1ljer (e(w, g) "= HTe)i ) ie(Fy(tm), g) st sa)s
B e(g,pkf‘d)se(g,w)(TerT/z)Se(g’FZ(tm)(sz+sg)s)
e(w, g) "ot iR “iYi oy (tm), g) 5= +w)®

B e(g, pksy)se(g, w)(raﬂrréc)se(g7 Fz(tm)(sz+s/z)s)

1
e(g, pkgy)s”

an

Thus, SymKey can be obtained, where

s (12)

Then, the doctor decrypts the CTyp as follows:

HD = Decrypt(Symkey, CTyp). (13)

Theorem 6.2: The match can be completely correct as long as the
doctor’s interest set is a subset of the keyword set.

Proof: It is clear that every element in {H (instiy)}ye[1,my) i
the root of P(x) = 1. Therefore, the formula can be deduced as

Authorized licensed use limited to: University at Buffalo Libraries. Downloaded on September 10,2022 at 16:55:51 UTC from IEEE Xplore. Restrictions apply.



This article has been accepted for publication in IEEE Journal of Biomedical and Health Informatics. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/JBHI.2022.3203577

GENERIC COLORIZED JOURNAL, VOL. XX, NO. XX, XXXX 2017

follows:
mi —1 m m . t
T3T5,¢, bamy S Loty Sopatq H(insty,)'
H Etl = 6(g7 f) =070 ta= 2 '
t1=0
abyboymy PO pey SOp2 | H(insty,)t
e(g,9) 2 t1=0Pt1 2u15=1 2

1 mo 1 mo
f)m2 bo Zt2:1 1 )ab1b2m2 Zt2:1 1

g, e(g,9

— ¢
= e(g, f)2e(g, g) """

abg
= e(g, f)2e(gPFr, (g")71T)

(14)

Thus, we have (9) to complete matching.

B. Security Analysis

We briefly provide the security of our joint medical consultation
system in the following theorem.

Theorem 6.3: The Encrypt algorithm in Section V-B 3) is IND-
CPA secure.

Proof: This part of the proof is shown in [24].

In addition, we mainly consider attacks executed by the following
adversaries.

1. Blockchain nodes are honest but curious about the information
stored in the blockchain.

2. Malicious hospitals may want to obtain patient data for medical
research, leading to the disclosure of the user’s privacy, or may
collude with doctors to match unqualified doctors for patients for
their own interests.

3. Malicious patients may modify the diagnosis results to frame
the doctor for misdiagnosis.

4. A malicious doctor may deliberately make a wrong diagnosis or
refuse to provide a diagnosis to the patient. However, we think that
this issue is a hospital management problem and is thus beyond the
scope of our research.

Theorem 6.4: In our design, for any probabilistic polynomial time
adversaries, the attack conducted by the following adversaries is
negligible if the used zk-SNARK used is of zero knowledge.

1. Curious blockchain nodes can learn information about patient
health data from transactions when the data are well stored.

2. A malicious hospital may obtain the data and match incorrectly,
which means the doctor’s interest and index are inconsistent.

3. Malicious patients can deliberately decrypt the health report in
error when the diagnosis is completed correctly.

Proof:

1. Patient health data are encrypted and stored on the blockchain
using attribute-based encryption. The blockchain nodes have no
corresponding decryption key and can rely only on a brute force
attack to obtain information from the ciphertext.

2. Two steps are needed to obtain the plaintext. One is pre-
decryption completed by the hospital, and the other is decryption
completed by the doctor. The hospital uses the predecryption key
prek distributed by the KGC to complete the predecryption to obtain
SemiCT, but the plaintext after complete decryption cannot be
obtained because the hospital has no corresponding private key sk
that is owned by the doctor.

When completing the matching, the hospital must provide zero-
knowledge proof to prove to the patient that the match is indeed
completed among the doctors who meet the requirements of the
patient. If the hospital’s intentions are malicious, the hospital will
need to forge a valid proof. However, the soundness of zk-SNARK
guarantees that if the prover does not compute the proof correctly,
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no verifier believes the validity of the proof because of the existence
of the Verifier algorithm.

3. If the patient wants to decrypt CTyr with a tampered key
to frame the doctor, it will be impossible because the valid proof
includes the validity of public and private keys. The key-pairing check
can prevent malicious patients from framing the doctor.

For the same reason as 2, the patient cannot forge the valid proof.

VIl. PERFORMANCE ANALYSIS

In this part, we first focus on theoretical analysis by comparing
our proposed scheme with some similar schemes and show the
computation costs and storage costs in Table III and Table IV.
Then we evaluate the performance of our proposed design through
experiments of a prototype implementation and the evaluation of its
local and on-chain performance.

A. Theoretical Analysis

Compared with prior schemes(i.e., LSABE [28], LSABE-MA [28],
MABKS [49]), we show the theoretical analysis of our scheme.

In the evaluation of computational cost, we consider all the
essential operations, including bilinear pairing P, exponentiation £ in
group G1 and Ep in group G, and symmetric encryption C)y. | R|
denotes the length of set R. In addition to the encryption of plaintext,
MABKS and our scheme also encrypt the symmetric key, so the
encryption cost may be higher than LSABE and LSABE-MA. This
has little impact on the search and match time of the data user because
the encryption occurs on the data owner side and is a one-time cost.
As for index generation and match, both MABKS and our scheme
perform better than LSABE and LSABE-MA. It seems to sacrifice
some time in exchange for many-to-many matching in our scheme.
In fact, the index generation and match are done at negligible cost
by hospitals with strong computing capability. During the decryption
phase, the user only needs to perform the exponentiation operation
once. This reduces the computational pressure on doctors and is
appropriate for scenarios where doctors diagnose a large number of
patients each day.

In addition, we compare our scheme with these similar schemes
from the perspective of storage cost. Let | Zj|, |G|, and |G| denote
size of elements in group Zp, G1, and G respectively, Cp; denote
the length of ciphertext of M, and |A[; ;4| denote the number of
attributes obtained by the user id from authority A; in LSABE and
LSABE-MA. The size of decryption key in our scheme is | Z|, which
is the same level as LSABE and LSABE-MA. The storage cost of
match key in our scheme is much less than those of other schemes.
The storage cost of ciphertext in MABKS and our scheme seems to
be much higher than LSABE and LSABE-MA, this is because we
perform two encryption operations. When it comes to the storage cost
of index, our scheme has a slight advantage over other schemes. This
means our scheme is suitable for medical scenarios, where a large
amount of health data needs to be stored. Moreover, we can know
from Table IV that LSABE and our scheme have the same storage
cost in trapdoor, which is less than that of LSABE-MA. Although
it requires only 2|G1| to store the trapdoor in MABKS, it allows
only a single keyword match at a time while our scheme supports
many-to-many matching.

B. Experimental Analysis

To access the performance of the scheme we designed, we imple-
mented the prototype design in Python and built a smart contract on
Ethereum with Solidity using approximately 2000 lines of code. We
simulate in an Ubuntu 20.04 desktop system with Intel Core i7 and
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TABLE IlI

COMPUTATIONAL COST COMPARISON

Scheme [28]-LSABE [28]-LSABE-MA [49]-MABKS Ours
Encryption Cyrr Cy (4T+3)E+2ET+P+CM (4T+2)E+ET +P+Cyp
Index Generation (2c+ 4)E + 3E7 (2c+4)E+3Ep+(2c+1)P | (r + 2)E + Eg + P 2F + 2my Ep + 2m1 P
Match (2¢+2)E+2Er (2¢+1)E+3Er + 3P 2P miEp+E+ P
Decryption Er 2Er |R|ET 4+ (2|R| + 1)P Er

TABLE IV

STORAGE COST COMPARISON

Scheme [28]-LSABE [28]-LSABE-MA [49]-MABKS Ours
Decryption Key | 2] 1Z,] @R+ 2)[C1] 1Z,]
Match Key |Zp| + (|Aial + 3)|G1] 3| Ay iallG1l (I1R] +2)|G1] |Zp]
Ciphertext |C]\4| |C]\/[ (2T+1)|G1‘+|GT‘+‘CM| (3T+2)|G1‘+|GT‘+‘0M|
Index (c+m1 +4)|G1| +2|Gr| | ma]Zp|+(c+4)|G1|+ (2¢+1)|Gr| | (r 4+ 2)|G1] + |G| 2|G1| +m1|Gr|
Trapdoor 2|Zp|+ (m1 +D)|G1|+|Gr| || Zpl+ (A i +m1+1)IG1|+|Gr| | 2G| 2|Zp|+ (m1+1)|G1]+ |G|
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Fig. 3. Execution time under varying depths of the binary tree and
varying revocation list lengths. (a) Attribute key generation time under
varying depths. (b) Updating key generation time under varying depths.
(c) Predecryption key generation time under varying depths. (d) Attribute
key generation time under varying revocation list lengths. (e) Updating
key generation time under varying revocation list lengths. (f) Predecryp-
tion key generation time under varying revocation list lengths.

4-GB RAM. We use charm-crypto-0.5 to implement the encryption
algorithm.

We evaluate the performance of the scheme from multiple perspec-
tives including encryption, predecryption, decryption, index genera-
tion, trapdoor generation, match, attribute key generation, updating
key generation, and predecryption key. The index generation time
here refers to the off-chain index building time.

First, as shown in Fig. 3, we evaluate the predecryption key
generation performance of the scheme. We analyze the effects of
the depth of the binary tree and the number of revoked users on the

© 2022 IEEE. Personal use is permitted, but re,

generation time of the attribute key attk, updating key updk, and
predecryption key prek. From Fig. 3(a), we know that the attribute
key generation time varies as the depth of the binary tree deepens.
The greater the depth of the tree is, the more users the tree can carry
and the more time it takes to generate the attribute key. The change of
updating key generation time is similar to the attribute key as shown
in Fig. 3(b). Different from Fig. 3(a) and Fig. 3(b), in Fig. 3(c), the
depth of the binary tree has no significant effect on predecryption key
generation time. We agree that the best explanation for this result is
that in the predecryption key generation stage, we select the elements
in the intersection of sets Path(#) and KU Nodes(BT,rl,tm) for
operation. Although the number of elements in set I and set J
is affected by the depth of the tree, the time taken to obtain the
intersection of the two sets is negligible.

The impact of the length of the revocation list on the execution
time is described below. As shown in Fig. 3(d), when the length of
the revocation list is 1, 4, and 8, the generation time of the attribute
key will hardly change whether it is a small number of users or a
large number of users. However, things have changed for updating
key. We can see from Fig. 3(e) that the length of the revocation list
is 8, which means that there 8 doctors are revoked. At this time, the
updating key generation can reach 2.89 s when the number of users
is 50. When the length of the revocation list is 1, the time is only
0.88 s. For the predcryption key generation time, it seems that it is
not easily affected by the length of the revocation list. The reason is
the same as the reason why it is hardly affected by the depth of the
binary tree.

Since the main encryption algorithm we adopted is attribute-based
encryption, we also evaluated the impact of the number of attributes
on each stage of our scheme, as shown in Fig. 4. Encryption time
increases linearly with the number of attributes from 10, 20 to 40
as shown in Fig. 4(a). When the number of attributes reaches 40
and the number of patients reaches 50, the encryption time required
is only approximately 10 s. For medical scenarios, the number of
user attributes may be only approximately 10. Therefore, the scheme
we provide is suitable for these scenarios. In the same case, the
predecryption time is only approximately 1 s, so the hospital can
bear the computational pressure of predecryption. The change of
predecryption time is similar to that of encryption time when the
number of attributes changes, that is, when the number of attributes
increases, the predecryption time increases. This is because the input
of predecryption is the ciphertext and the trapdoor, whose length
is related to the number of attributes. For decryption executed by
the doctor, it can be completed only taking SemiCT and sk as
inputs instead of attributes. Therefore, the change in the number of
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Fig. 4.  Execution time of each phase under different numbers of
attributes. (a) Encryption time. (b) Predecryption time. (c) Decryption
time. (d) Index generation time. (e) Trapdoor generation time. (f) Match
time. (g) Attribute key generation time. (h) Updating key generation time.
(i) Predecryption key generation time.

attributes has no effect on the decryption time. As shown in Fig. 4(e),
we know that when the number of attributes is 40, it only takes
4.93 ms to decrypt data for which the number is 50. Experiments
show that predecryption reduces doctors’ computing pressure and
facilitates doctors’ use of computing power in other effective places.
From Fig. 4(d), (e), and (f), we can see that the index generation time,
trapdoor generation time, and match time do not vary significantly
as the number of attributes changes. The attribute key generation
time is affected by the number of attributes, while the updating key
generation is not. This effect occurs because the number of P 1 ;
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and P o ; in the attribute key is equal to the number of attributes,
so the size and time of the generated attribute key will be affected
by attributes. For the same reason, the existence of tk1 ; and tks ;
in prek causes the key generation time to be related to the number
of attributes.

To explore the influencing factors of index generation time, trap-
door generation time, and match time, we also analyzed the changes
in the three under the number of different keywords and interests, as
shown in Fig. 5. The number of keywords here refers to how many
keywords are selected from the patient’s health data to generate an
index. The index generation time is positively correlated with the
number of keywords. However, the generation time of the trapdoor
is not significantly affected by the number of keywords even if
the generation needs to take the number of keywords as the input.
The match time is affected by the number of keywords because the
number of Fy; in Index and the number of T5 ¢, in Trapdoor are
related to the number of keywords. The greater the number is, the
more time it takes to multiply.

We can know the relationship between time and number of interests
from Fig. 5(d), (e), and (f). Since the generation of the index is
unrelated to the doctor’s interest, its time is also not necessarily
related to the doctor’s interest. As shown in Fig. 5(e), the generation
of the trapdoor needs to take the doctor’s interest as the input
and find a polynomial that meets the conditions. The greater the
number of interests is, the more time it takes to find the polynomials.
However, with the increase in the number of interests, the time spent
on trapdoor generation does not change significantly because the
calculation time of bilinear pairs is so large that the time spent finding
polynomials is negligible for the overall execution time. According
to Fig. 5(f), the match time is independent of the number of interests
because the match takes the trapdoor and index as inputs, and these
two inputs are independent of the number of interests.

In the scheme we designed, the hospital needs to upload the
index generated by itself to the blockchain. Authorization information
between hospitals is stored on the blockchain. The hospital can
submit its own search request, and the search is completed by the
smart contract. Therefore, to evaluate the usability of the experiment,
we further evaluated its on-chain performance, including index add,
authorization and search. From Fig. 6(a), we know that the greater the
number of indexes is, the longer the index that will be added. The
time of authorization increases rapidly as the number of hospitals
increases, as shown in Fig. 6(b) because each authorization from one
hospital to each other is counted, which is bidirectional. As shown
in Fig. 6(c), search time is positively correlated with the number
of indexes. To further estimate the usability of the experiment, we
evaluated the gas consumption on Ethereum, as shown in Fig. 6(d).

VIII. CONCLUSION

We proposed a new privacy-preserving medical data-sharing
scheme based on a blockchain. Our scheme realizes fine-grained
access of data, many-to-many match and lightweight decryption.
Specifically, we use attribute-based encryption technology to encrypt
patient medical data. Through the authorization mechanism between
medical institutions and publishing the authorization results to the
blockchain, information sharing among multiple medical institutions
can be realized. Doctors in authorized hospitals can complete di-
agnoses for patients in hospitals where the patient registers, and
unauthorized medical institutions cannot obtain the patient’s health
data. Doctors can retrieve data according to their professional exper-
tise and interests to achieve special treatment by searching executed
by medical institutions. Only doctors whose attributes meet the
requirements of the access policy can correctly decrypt the data
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Fig. 5. Execution time of index generation, trapdoor generation, and
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generation time under different keywords. (b) Trapdoor generation time
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Index generation time under different interests. (e) Trapdoor generation
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to obtain plaintext for patient diagnosis, and the diagnosis results
will be encrypted and returned to the patient. In addition, when the
medical institution finds a match of the patient’s medical data and the
doctor’s interests, it needs to provide zero-knowledge proof to prove
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that the match algorithm is indeed completed with the correct index
and trapdoor to prevent the hospital from matching the patient’s data
at will due to its commercial interests. When the patient obtains the
ciphertext of the health report, he or she needs to provide a zero-
knowledge proof to prove that the decryption is indeed completed
with the private key corresponding to the public key to prevent
the malicious patient from framing doctors and causing medical
disputes. Considering that the local computing power of doctors may
be limited, we adopt the predecryption method when decrypting, and
the medical institutions bear part of the computing pressure. Only one
exponentiation operation and one product operation are performed
to obtain plaintext. We provided correctness and security analysis
and evaluated the performance of our scheme by theoretical and
experimental analysis. Our analysis show that the proposed scheme is
efficient, correct, well adapted in medical scenarios, and can realize
medical data sharing and improve the utilization of social medical
resources on the premise of protecting medical privacy.

Despite the advances of our research, several problems need to
be considered in the future. The area in the joint medical consultant
system remains largely unexplored. First, at present, the development
of smart contracts is not mature enough, and the realization of many
functions remains limited. In addition, the amount of data storage on
the chain is often small. We can further optimize our scheme, realize
more complex functions, and reduce the storage on the chain as much
as possible to reduce the data on the chain. Second, we can use a
more complete incentive mechanism to expand our implementation.
We will implement the payment function in our scheme and the
patient will need to pay a certain fee for the doctor’s expertise. Third,
some rules need to be set to standardize the whole system. Last but
not least, our scheme assumes a trusted authority to complete key
generation and distribution. A better solution is to develop a method
that does not need a trusted third party. For example, smart contract
can be constructed to replace trusted centralized KGC [50]. Another
solution is that we can use the secret sharing method to reconstruct
the secret from the consensus node to improve the practicability of
the scheme.
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